Master

IAM
Security
Events

Continuous evidence about
the identity and access within
your organization.
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Why is this system important?

An internal account accesses sensitive information
outside the usual pattern.

Real-time activity

maria.gomez
Access to financial records

javier.rojas
Permission update

ana.perez

Access to sensitive information
outside the usual pattern

carlos.munoz
Session logout
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To
investigate,
we need

to answer:

Who accessed it?

When and from where?

Was it legitimate?

What evidence exists?

8 Before we can respond, we need to reconstruct the event. SO erson: 2026051
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The problem with working with scattered information
— — \ (I_ e

— THE ORGANIZATION

Difficulty demonstrating compliance
and responding to audits.
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\¢Op  THE OPERATION
@"@ Scattered records and areas

without visibility.

® THE TEAM
O

omo Slow investigation and reliance
T ™ on manual reconstruction.

Lack of visibility affects daily operations.
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When there is no evidence,
the risk increases.

INCOMPLETE
INVESTIGATION

Critical context may
be missing to reconstruct
what happened.
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LATE DETECTION

Unauthorized access
can go unnoticed.
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NON-DEMONSTRABLE
CONTROL

The organization may not
be able to support its response
to audits, incidents
or disputes.

he risk is not just technical: it's operational, regulatory and evidentiary.
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What is
IAM Security Events? ‘¢

IAM Security Events is an Essential System ' _

that transforms identity and access events P . -
into verifiable evidence. ¢ °

Each event is incorporated into a structured history
for monitoring, investigation, auditing and compliance. —

Complements your existing IAM.

It does not replace it. It complements it by
capturing and preserving identity and access
evidence.
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How does it work?

/

©

Examples of IAM o

events that are ingested i Sl
IAM EVENTS CENTRALIZATION PRESERVATION

Authentications -
Traceable history

@ and authorizations Authentications, authorizations, Structured storage
accesses, activity, failed attempts and secure retention. and verifiable evidence.
and blocks.

User activity ®---.!

=)
[T] Accessto ' : Verifiable evidence
_L resources E -’ - — — — and a ready-to-use
: N & repository for
_ I | audits, investigations
@ Failed attempts N _,! S8 3 - and compliance.

and blocks

0 Every registered event becomes usable evidence.
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What operational
capability does it strengthen? CONT_'_?OL 7

CATEGORY: CONTROL Q

|IAM Security Events strengthens CONTROL
an organization’s ability to maintain
control, traceability and verifiable evidence
of identity and access events. O
TRACEABILITY VERIFIABLE
It turns scattered activity into EVIDENCE

organized evidence to analyze,
investigate and demonstrate
what happened.

Maintain control, traceability
and verifiable evidence of identity
and access events.
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Automations in action

—»  |AMEVENT CAPTURE

a7 Continuously receive identity and -
(Bssusn® access events from integrated
systems.

ANALYSIS AND RETENTION
Centralize, structure and analyze 3 q o
all '

patterns with configurable
retention. |

ALERTS AND TRACEABILITY / g
Generate alerts and preserve "

verifiable evidence.

Reduce dependence on manual %
FEViEWS and reconStrUCtiOnS' ISO/IEC 27001:2022 certified

version: 202609-1
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KEY USE CASES

@

Continuous
monitoring

Privileged
access

Incident Anomaly
investigation detection
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ey use cases and areas that leverage the evidence.

AREAS /

P 4
Security (I"

Visibility and detection of
access events.

Technology

Centralized traceability
across systems and applications.

Compliance
Evidence to support

compliance.

Audit

Verifiable evidence for
review.

Legal
Evidence for investigations
and defense.
ISO/IEC 27001:2022 certified
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Operational value and results

Greater visibility, more control and a stronger response capability.

Ca

Early detection
of anomalies

Increased capability
to detect and investigate
unauthorized or
anomalous access.

Traceability of
identity and access events

Complete and centralized
record that allows
reconstructing what
happened, when and
who performed the action.
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Verifiable
evidence

Complete, reliable

evidence ready for audits,

reviews and regulatory
compliance.

il

Greater capability
to detect and investigate
unauthorized or
anomalous access

More information to act
quickly and reduce risks
in the organization.
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Evidence or reconstruction?

When you need to investigate an access, will you have
evidence or will you have to reconstruct what happened?

IAM Security Events turns
identity and access events into
evidence to demonstrate,
investigate and defend control.
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&% About Us

MasterBase® OU is an automation factory that
executes processes, from individual tasks to Essential
Systems that support your organization.

Through intelligent Automata, we transform business
operations by moving beyond task optimization to
expand execution capacity. Our systems automate
end-to-end processes, operate continuously with
control and reliability, and enable organizations to
scale without depending on human effort.

We develop our own Automata and use them to run
our own operations.

bm [
certification

ISO 27001
Systemn certilication

Learn more about our products at masterbase.com
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ﬁ ﬁ Presence and track record

MasterBase® has more than two decades of
experience supporting thousands of organizations
across a wide range of industries—including banking,
healthcare, insurance, retail, international
organizations, and many others.

With an international presence across Europe and the
Americas, and headquarters in Estonia—a member of
the European Union and a global leader in digital
innovation and e-government.

With billions of automated process executions, we
deliver mission-critical operations at scale with
continuity, efficiency, security, and high availability.
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